Context: Service Oriented Architectures (SOA) have emerged as a new paradigm to develop interoperable and highly dynamic applications. Objective: This paper aims to identify the state of the art in the research on testing in Service Oriented Architectures with dynamic binding. Method: A mapping study has been performed employing both manual and automatic search in journals, conference/workshop proceedings and electronic databases. Results: A total of 33 studies have been reviewed in order to extract relevant information regarding a previously defined set of research questions. The detection of faults and the decision making based on the information gathered from the tests have been identified as the main objectives of these studies. To achieve these goals, monitoring and test case generation are the most proposed techniques testing both functional and non-functional properties. Furthermore, different stakeholders have been identified as participants in the tests, which are performed in specific points in time during the life cycle of the services. Finally, it has been observed that a relevant group of studies have not validated their approach yet. Conclusions: Although we have only found 33 studies that address the testing of SOA where the discovery and binding of the services are performed at runtime, this number can be considered significant due to the specific nature of the reviewed topic. The results of this study have contributed to provide a body of knowledge that allows identifying current gaps in improving the quality of the dynamic binding in SOA using testing approaches.
Introduction
Testing Service Oriented Architectures (SOA) presents new challenges to researchers because some traditional testing techniques need to be suitably adapted due to the unique features of this new paradigm [1] . Canfora and Di Penta [2] identify some key issues that make the task of testing service-oriented systems difficult: namely, lack of observability of the source code, lack of control of the services, the cost of testing when services are not deployed in the tester's infrastructure and the invocations are charged on a per-use basis (the cost derived from an exhaustive test suite could be unmanageable) and the dynamic behaviour that allows discovering and binding a service at runtime. Testing this dynamic binding is one of the most challenging tasks in SOA because the final bound services cannot be known until the moment of the invocations. Hence, there have been a number of recent studies that aim to improve the quality of the dynamic binding and to provide clients with more confidence in the service provision using testing approaches. This article focuses on identifying the state of the art in the research on testing SOA with dynamic binding. The objective of this review is to search, analyze and discuss the different approaches that have been proposed by performing a mapping study [3] . This is a form of systematic literature review (SLR) [4] that aims to identify and categorise the available research on a specific topic [5] . The mapping study has been performed following a protocol that was developed to guide the search, selection and synthesis of the studies that address the testing of SOA with dynamic binding. This protocol includes the formulation of a set of research questions, the establishment of the search process, the decision about inclusion/exclusion criteria and, finally, the development of a quality assessment study and data extraction guidelines. The main goals of the analysed studies have been classified and the system under test has been identified. We have also categorised the set of stakeholders that take part in the tests and the points in time when this process is performed. The application of both new testing techniques and modified traditional ones has been discussed. Finally, the current trends in standards and technologies that are being used and the types of validation of the approaches have also been analysed. The remainder of this article is organized as follows. A brief overview of Service Oriented Architectures and software testing is first presented in Section 2. In Section 3 the details of the review protocol are described. Section 4 reports the results of the mapping study. In Section 5 a discussion about the results and related work is presented. Finally, the conclusions and recommendations for further research are described in the last section.
Background
To provide a context for this review, in this section a brief description about the main principles of Service Oriented Architectures and some concepts about software testing are explained.
Service Oriented Architectures
Service Oriented Architectures have become an emerging paradigm to develop distributed applications by integrating available services over the web. Such services are autonomous and platform-independent entities that can be described, published, discovered and dynamically assembled for developing rapid, low-cost, interoperable and evolvable distributed applications [6] . Web services are the most used SOA based technology and they are supported with a set of W3C XML based standards: Simple Object Access Protocol (SOAP) [7] , Web Service Description Language (WSDL) [8] and Universal Description, Discovery and Integration (UDDI) [9] . In Figure 1 the typical SOA triangle, adapted from [10] , with the roles that each stakeholder plays and the operations that can be performed is depicted.
---------- Figure 1 ----------Service Oriented Architectures allow the interaction between service providers and clients. In this architecture, the provider publishes the description of the services, generally specified in WSDL, in a registry. This registry is often implemented using the UDDI standard and it is in charge of storing service descriptions and acts as an intermediary between providers and clients. After the services are published, a client sends a query to the registry to find the desired service. The registry matches the client's request with the available information and returns to the client a set of service interface descriptions that satisfy its requirements. The client has to select the most suitable service and bind with its provider performing the invocation of the service and receiving the corresponding response. A client can decide at design time which service is going to be executed so the binding is considered as static. However, a challenging feature of SOA is the possibility to select and invoke a service at runtime. There are two scenarios where this binding can be considered as dynamic. In the first scenario, a set of potential candidate services is available at design time although the client does not know exactly which one is going to be invoked until the moment of the binding. In the second, the discovery, selection and invocation can be performed at runtime using a registry. In this case, until the discovery, the client has no knowledge about the potential services that can be invoked. Hence, all the studies that have been reviewed in this work aim to improve the quality of the binding in these two scenarios.
Software testing
The concept of software testing has been used with different meanings in the literature. According to the ISO/IEC 24765 (Software and Systems Engineering Vocabulary) [11] , testing is "an activity in which a system is executed under specified conditions, the results are observed or recorded, and an evaluation is made of some aspect of the system". In this paper, said definition has been used and, thus, testing means executing the software in order to observe these executions and give a verdict on them. For example, such information can allow detecting faults in the system under test or evaluating the Quality of Service (QoS) of different implementations in order to select the most suitable. Hence, applying this definition to the SOA scope, we have also considered those studies that execute services in order to gather metrics about the QoS. A currently emerging approach in software testing is the passive observation of real time executions with the aim of detecting any deviation from the expected behaviour of the system during its operation [12] . This concept has been defined as on-line testing by Bertolino in [13] and it is also known as monitoring. We have included in this review such works that monitor services executions or receive information about clients' invocations in order to detect faults or make a decision on the basis of this information. The studies included in this review test both functional and non-functional properties of the system. Functional testing involves evaluating the compliance of a system with the logic of the specification while testing non-functional properties aims to check the behaviour of the system with respect to some observable attributes, such as reliability or efficiency.
There are different stakeholders that may play an active role in the testing process. Because each role has different requirements and has different aptitudes for performing specific testing tasks [2] , it is usual to find several different roles taking part in the testing process. For example, one stakeholder may be in charge of generating and storing the test cases whereas another stakeholder may be in charge of executing the tests.
Review method
The review protocol of the mapping study has been developed following the guidelines for performing SLRs provided in [14] and later updated in [4] by Kitchenham. These guidelines have been used because the method for searching for the primary studies, taking a decision about the inclusion or exclusion of a study and performing the quality studio assessment is very similar between an SLR and a mapping study. The main difference between them is the formulation of the research questions and the analysis of the available information [3] . Among the most common factors to undertake a systematic review, our aim is to identify any gap in current research in order to suggest areas for further investigation and to provide a background to appropriately position new research activities.
Research questions
All the activities of this study are driven by the research questions as they will identify the scope of the selected publications [15] . The research questions (RQ) for this review are listed hereafter and all of them are related to the scope of testing SOA with dynamic binding.
RQ1. What is the main objective of the research? RQ2. Which testing techniques and methods are used? RQ3. Which of the different stakeholders take part in the testing processes? RQ4. When are the tests performed? RQ5. Which are the most common technologies and standards being researched? RQ6. What method is being used to validate the research?
These are the main questions to be answered after having undertaken the mapping study, but other questions which do not concern to the research topic may be relevant. We have also addressed two additional questions concerning the number of studies and where they were published: RQ7. How much activity about dynamic binding SOA testing research has there been during recent years? RQ8. Where have the researches been published? Some of the aforementioned research questions have a direct relation with the different dimensions common to software testing proposed in [13] . In that paper, Bertolino specifies different views or aspects that are related to the execution and observation of the tests using questions. Our RQ1 refers to the question WHY because the objectives of the different approaches are identified. RQ2 is related to the question HOW because we identify the testing techniques that are employed for testing purposes. RQ3 is related to the question WHERE because the identification of the stakeholder that participates in the tests allows distinguishing where the tests are performed. The point in time when this process is carried out is identified in RQ4, with regard to the question WHEN. RQ5 is related to WHAT is being researched. Finally, RQ7 identifies HOW MUCH effort is being dedicated to test SOA with dynamic binding.
Search process
The search process is the set of tasks that have to be performed in order to decide what literature sources will be searched and how this search is going to be carried out. This process includes the selection of the search terms and the establishment of the search strategy.
Selection of the search terms
First of all, the most suitable words, synonyms, acronyms or alternative spelling within the research field have been identified according to the three viewpoints recommended by Kitchenham [4] (population, intervention and outcomes). In this mapping study we have considered the scope of SOA and, specifically, those applications where the discovery, selection and binding of the services are performed at runtime. Thus, the population terms have been selected from two complementary points of view. The first criterion involves terms that are related to the technologies and standards which are being researched in the context of SOA while the second criterion includes the specific terms that are related to the dynamic binding in web service compositions. Hence, the population terms are a sum of these two criteria:
The population terms are the following:
Pop. Criterion1: web services, service oriented, composition, composite web services, compose, SOA, SOAP, WSDL, UDDI, SLA, WSLA, WS-Agreement, OWL-S, BPEL, WS-BPEL, BPEL4WS, BPMN.
Pop. Criterion2: discovery, selection, binding, dynamic, linking, self-healing, selfadapting, adaptive, adaptation, interoperability, compatibility, capability, broker, matching, matchmaking, runtime.
With respect to the intervention point of view, such terms that are mostly used in testing aware studies have been selected. These are the intervention terms:
Intervention: testing, test cases, monitoring, monitor, checking, validation, verification, quality.
In this scope, the outcomes should be the features that are going to be tested, i.e. functional properties, performance, availability, etc. However, no constraint has been set concerning the outcomes of each study. Therefore, in this review, no terms have been selected from the outcomes point of view.
Once the search terms have been chosen, we combined them using the following logic formula in order to perform the search:
Population AND Intervention
A Boolean OR has been used among the terms in each viewpoint. Although some of the chosen terms are very generic (i.e. selection, runtime, capability, etc.) and seem to generate a great number of results within the search, this does not cause a major problem because these terms are used in conjunction (Boolean AND) with specific terms in the scope of SOA and software testing. Therefore, it can be assured that the majority of the found studies will deal with a topic of interest for this review.
Establishment of the search strategy
A three-phased strategy has been selected as the most proper way to perform the search. This strategy is shown in Figure 2 .
In the first phase, a manual search has been carried out through the set of the most representative and specific journals, conferences and workshops that have previously published studies related with the research field. These sources are listed in Table 1 . The selection of these sources has been performed after having reviewed the Impact Factor of the journals that are included in the Journal Citation Reports (JCR) of the ISI (Institute for Scientific Information) and the CORE rankings of conferences and workshops. We have also included other sources of information, based on our experience, where a great number of studies related to the paradigm of SOA and software testing have been published.
---------- Table 1 ----------In order to perform this manual search, the digital library DBLP (Digital Bibliography & Library Project) [16] has been used, where most of the publications of these proceedings are listed, and also the web pages themselves of these sources. For each (journal, conference and workshop), we have started our search in 2000, when the first specification of the Web Service Description Language (WSDL) and Universal Description, Discovery and Integration (UDDI) was published by the World Wide Web Consortium (W3C). A Service Oriented Architecture is built on the specifications of SOAP, WSDL and UDDI so we have considered that their publication year is a reasonable starting point from which to carry out the search. However, at the time of performing this search, a significant set of journal volumes and conference proceedings in 2010 had still not been published so we have agreed to finish our search in 2009. This means that the time span for this review is between the years 2000 and 2009.
During the second phase, the search through the electronic databases that are listed in Table 2 has been performed using the previously constructed search string. These databases have been selected because they are known to cover most of the relevant journals and conference/workshop proceedings.
---------- Table 2 ----------Finally, a new search during the third phase of the review has been performed to complete the set of studies found during the first two phases. In this stage, the sources of the search have been the web pages of the researchers who wrote all the primary studies found during previous phases and the reference lists that are included in the studies found during the first two phases. Finally, we have also contacted all the corresponding authors of the selected primary studies asking for their expert opinion in order to identify other published studies that have been a useful contribution to the development of this mapping study.
Study selection criteria
During the search stage, some studies which do not address the research topic will be found. Hence, some criteria have been identified in order to include or exclude studies from the set of found ones according to our research topic. It has been decided to exclude:
C1: The studies that do not address the paradigm of SOA. C2: The studies that do not address software testing. C3: The studies that do not aim to test the dynamic binding.
The strategy for the selection of the final studies is as follows (Figure 3 ):
First of all, we have searched and stored all the studies found during the manual search within journals, conferences and workshops (first phase) and the automatic search through the databases listed in Table 2 (second phase). After each search, those studies that were found by more than one search source have been considered as duplicates and removed. In addition to this, we have agreed not to include in this review more than one study that belongs to the same research line. In those cases when the authors of these studies have periodically improved or completed their work in different sources, we have asked the authors for their most representative study, considering the previous studies as duplicates. At a second stage, after having removed the duplicates, criteria C1 and C2 (only for studies found during the automatic search) have been applied to the title and abstract in order to exclude those studies that address neither software testing nor service oriented paradigm. The following step involves joining the studies that have been found during the first phase with the set of studies, found within electronic databases, which have passed the title and abstract filter (C1 and C2). After that, the final criterion (C3) has been applied to the full text of the resultant set of studies in order to remove those that are not related to specific testing methods or techniques that aim to improve the trustworthiness of the applications where the discovery, selection and binding of the services are performed at runtime.
Finally, the selection strategy concludes with a manual search across the list of references of the previously found primary studies and the personal web pages of the authors in order to find representative studies that have not been discovered in the first two phases. We have also gathered those publications that have been recommended by experts in the field of software testing in SOA, such as the authors of the primary studies. As we stopped the search in the year 2009 and some of these received studies [22, 23, 24] were published during the first months of the year 2010, we have agreed not to include them as primary studies in this review. All of the studies found during the third phase of the search have been filtered (C3) in order to add the final primary studies for this review. In those cases where the detailed selection criteria were not so clear to decide whether a study should be removed or not, a consensus has been reached among the researchers. Before applying our inclusion and exclusion criteria, we found 392 papers. Almost 37% (145) of the studies were identified as duplicate. After removing these duplicate studies, criteria C1 and C2 were applied to those studies that were found during the second phase. Of the 125 non-duplicate studies found during the aforementioned phase, only 28 passed both C1 and C2 and 97 studies were excluded (77.6%). After this process, criterion C3 was applied to 150 studies (101 from the first phase, 28 from the second phase and 21 from the third phase). A total of 117 (78%) of these studies did not pass this criterion, so 33 primary studies were selected. This value represents 8.41% of the total of studies found and 13.36% of the total of non-duplicate studies.
Study quality assessment and data extraction
In addition to the detailed inclusion/exclusion criteria, some issues have been considered in order to assess the quality of the primary studies. Each of the studies that passed all the filters applied during the selection strategy has been judged according to the following criteria. Some of them have been extracted from the quality criteria described in [4, 15, 25, 26] .
• QA1: Is the reader able to understand the aim of the research?
• QA2: Does the paper include a discussion of related research? • QA3: Is there a review about the related work of the problem? • QA4: Is there a description of the testing method or technique used in the research? • QA5: Has the approach been validated? • QA6: Do the conclusions relate to the aim and purpose of research defined?
• QA7: Does the study recommend further research?
Each of these criteria has been graded on a dichotomous ("Yes" or "No") scale [15, 26,] whether the primary studies covered them or not. Table 3 shows the results of applying the quality criteria to each primary study. Two of the criteria (QA4 and QA5) are related to the description of the testing technique and the validation of the approach. The study of these two criteria is performed through the research questions RQ2 and RQ6 so discussion is to be found in Section 4 whereas in this quality assessment, we have only checked whether the primary studies fulfil the criteria or not. Although some of the studies do not fulfil all of the quality criteria, we have decided to include all the studies within this review. This decision has been taken bearing in mind that testing SOA with dynamic binding is a recent research topic so there are not many studies that address it. Hence we have tried not to miss any source of information. Furthermore, some of these studies have been published recently so it is very difficult to foresee their impact in the future in the scope of SOA testing.
---------- Table 3 ----------After having applied the quality assessment criteria, we have extracted the most relevant information from the set of finally selected primary studies. To enable this task and reduce the potential bias, a data extraction form has also been designed within the review protocol. This form is shown in Table 4 .
---------- Table 4 ----------
Results
In this section the results obtained from the selected primary studies are described according to the aforementioned research questions. Each subsection provides information to answer these questions regarding the objective of the studies, the testing technique applied, the execution time and the different stakeholders that take part in the testing process, the validation methods, the technologies and, finally, the distribution of studies per year and publication source. Throughout this section, different tables are shown to represent the results of this review. In most of them, some studies are represented in more than one category in each table. For instance, these studies may propose to use more than one testing technique or that different stakeholders take part in the testing process. First of all, a brief summary of the selected primary studies is presented in Table 5 . In the first column, the authors and the reference are identified while the second column contains a short description of the approach proposed in each study.
---------- Table 5 ----------
Objective of the testing
All of the 33 primary studies have been selected because they propose the use of testing techniques or methods in order to improve the trustworthiness of the dynamic binding in SOA. The objective of these tests is to detect faults or obtain information to be used in future decision making. Hereafter, the main goal of each study (regarding the research question RQ1: What is the main objective of the research?) is represented in Table 6 . The primary studies are represented in each row of the table. In the columns, the objective of each study and the system that is going to be tested are represented. Regarding the objective, we have identified if the study aims to detect faults in SOA with dynamic binding (fault detection) or to test the service executions in order to make a decision (decision making). In each of these approaches, the kind of properties that the study tests have been identified: functional and non-functional. If the testing is related to non-functional properties, we have also listed the explicit QoS attributes or metrics that are mentioned. Finally, in the last two columns of the table, we report the type of software that is going to be tested (system under test -SUT).
Regarding the objective, most of the studies (19) aim to detect faults. As can be seen in the table, twelve of these studies test functional properties and the same number of studies deals with non-functional properties. Within this set of studies, there are five ( [30, 32, 38, 52, 53] ) that propose to test both functional and non-functional properties. In contrast, there are fourteen studies that test services in order to make a decision based on the extracted information. Almost all of these studies (13) test services with respect to non-functional properties and only three test functional properties. Here again, there are two studies ( [35, 48] ) that address the testing of both functional and non-functional properties. The results represented in Table 6 show that although there are a relevant number of studies (12) that test functional properties to detect faults, there is a lack of studies that make a decision about the dynamic binding based on the results of the functional tests (only three studies). Furthermore, most of these twelve studies do not specify the type of functional properties that they are going to test. For example, one of the few studies that mention a specific functional attribute is [34] , where the objective is to test the interoperability between the set of services that are published in the registry and the new incoming services. Twenty-five studies test a variety of different non-functional QoS attributes in the context of both fault detection (12 studies) and decision making (13 studies). As can be seen in Table 6 , although nine studies did not identify a specific attribute, 16 studies identified individual QoS attributes. The most frequently noted attributes were response time (15) and availability (12) while cost (6), reliability (6), throughput (6), successful execution rate (4), reputation (4) and accuracy (1) were also mentioned. We have identified that the primary studies do not present alignment with any standard model, apart from [47] which is aligned with ISO/IEC 9126 Standard Quality Model [60] . Despite not having been aligned, most of the attributes that have been identified in the primary studies can be mapped to the same characteristics that are specified in this standard.
---------- Table 6 ----------Apart from the main goal of each primary study, the extracted information about the type of software that is going to be tested is shown in the last two columns of Table 6 . More than three quarters (26) of the primary studies test individual services, so more emphasis is being dedicated to testing atomic services as opposed to service compositions. Several actions are commonly performed with the results of these tests. For example, the publication of the services in the registry can be forbidden if the test execution is not successful [41, 53] or the services can be deleted from the registry if they have failed tests [30, 54] . These actions provide some confidence to clients because it is assured that services published in the registry have been forced to pass some tests. In addition, information gathered from the tests about the QoS of each service can be stored and made publically available to the clients [27, 39] . As is shown in the table, almost in a half of the approaches (16), a service composition is the system under test. In these studies, the most common goal involves monitoring the service composition to detect any fault or violation in the Service Level Agreement (SLA) in order to perform self-healing actions, for example, the dynamic re-binding to a different service [32, 33, 36, 38, 45, 56] . Here again, the sum (26 + 16) of these classified studies is greater than the total of primary studies (33) because there are nine studies that allow testing both atomic services and service compositions.
Testing technique
Regarding the research question RQ2 (Which testing techniques and methods are used?), we have extracted the specific testing technique which is applied in each one of the primary studies. This information is represented in Table 7 where the number of studies that use such techniques is also shown. Two thirds of the primary studies (23) propose monitoring-based techniques. Almost 80% of these studies (18) use online monitoring [61] so the system can trigger adaptive action to recover from a faulty situation. In contrast, eight studies utilise offline monitoring because they gather data while the service executes but use the data later. In addition to this, four of these studies ( [35, 39, 40, 42] ) perform a technique known as feedback based monitoring. In these four studies, monitoring is based on client feedback because the client monitors his executions and sends information about them to a registry or a broker. As this information is stored and used in the future, this specific technique is included in the offline testing approaches. A combination of both online and offline monitoring is proposed in [39] and [42] . In spite of the fact that the generation of test cases is proposed in ten studies within this review, only four of them ( [43, 48, 54, 41] ) describe a specific technique to derive these test cases. In the first two, traditional partition testing is used to derive test cases from the WSDL and a document where the behaviour of those services are specified using Graph Transformation Rules. In the third, a technique named Swiss Cheese, which is described in [62] , analyzes the specification and generates the test cases. This technique allows both positive and negative testing in order to verify the required functionality and assure the robustness of the services. In the latter, the Stream X-machines Testing Method is proposed. This method is a generalization of the W-Method [63] and allows the generation of test cases from the specification of the services using Stream Xmachines [64] . In the remaining six studies no specific technique is mentioned although some approaches propose different artefacts that can be used to derive the test cases: the WSDL document [29, 52] , a BPEL or OWL-S specification [29] and UML 2.0 diagrams [34] . Furthermore, there are studies that allow using an already existing test case generation technique or even ad-hoc testing, without specifying the testing technique. A couple of studies propose a technique named Group Testing that allows testing groups of web services which share the same functionality and ranking these services according to the test results and different ranking strategies. Finally, there are three studies that use testing in order to supply a quality driven selection mechanism. In these studies, web services are executed to gather QoS attributes values although these approaches are not based on a specific testing technique.
---------- Table 7 ----------
Stakeholders and points in time
The responsibility of testing in SOA is shared among the different stakeholders that interoperate through the Internet to use or provide services [65] . The common SOA architecture (Figure 1 ) includes providers (responsible for delivering the services), registries (responsible for storing, browsing and retrieving services) and clients (final users of the services). In addition to this, a new third-party entity named broker takes part in the SOA testing process. Brokers act as independent and objective entities that aim to provide more confidence in the results of the tests. In the context of software testing, the needs, advantages and drawbacks of these and other stakeholders (developer, provider, integrator, third party and client) have been identified by Canfora and Di Penta in [2] . Regarding these testing perspectives, we have united the developer, provider and integrator in just one entity as all the primary studies selected in this review refer to them as a generic provider. According to this classification, the third party would include both the registry and the broker but we have considered the registry as an independent entity because there are a relevant number of papers that explicitly mention it. Hence, the broker plays the role of the third-party certifier in this review. In Figure 4 the typical SOA triangle is extended with the role of the broker that participates in testing. Furthermore, the different points in time when the tests are performed (from t1 to t4) are also represented. According to the information extracted from the primary studies, the service registration process is considered to be the first point in time to test the new services (t1). While services are published in the registry, such services stand deployed in the provider infrastructure and both the registry and clients may not be informed when changes occur in the deployed services. For example, the implementation of the service may be modified or a service may become unavailable. So this is the second point in time (t2) identified as suitable to perform the tests. Once the services are published, a client makes its request to the registry in order to find a set of services that fulfil its requirements. Hence, the client has to make a decision about the selection of one of the retrieved services to bind it. This is the third point in time (t3) when dynamic binding testing is performed. Finally, the last point in time that has been identified (t4) as suitable to execute tests is during the execution of the services performed by the clients.
---------- Figure 4 ----------
Stakeholders
Both the stakeholders and the points in time are represented in Table 8 . For each primary study represented in a row, we have identified in columns which stakeholders take part in the tests (regarding RQ3: Which of the different stakeholders take part in the testing processes?) and the points in time when these tests are performed (regarding RQ4: When are the tests performed?). As it can be seen in Table 8 , 12 studies consider more than one stakeholder role to be involved in testing. The client is the most frequently cited stakeholder appearing in almost three quarters (24) of the primary studies, whereas the registry role is cited in more than a third of the studies (12) . The UDDI standard for web services registry does not actually support specific testing capabilities, it only provides storage, browsing and retrieval features. To support testing, some studies propose to extend UDDI registries with additional capabilities, for instance, extra storage to keep QoS information or a new discovery algorithm to browse and retrieve services according to a QoS model. Regarding the other two stakeholders, a third of the studies (11) propose using a broker in the testing process, to provide independent test results to the client. Finally only four studies suggest that the service provider should perform tests directly related to improving the dynamic binding.
Points in time
Regarding the test points in time, twenty-one of the studies propose to test the services during their execution (t4) whereas other points in time (t1, t2 and t3) are proposed in far fewer studies. Nine studies propose testing the services before their publication in the registry. Seven of these studies, which are represented in the t1 column, execute tests as a requirement to publish the services supplied by the provider in the registry while the other two studies perform tests in order to obtain QoS attribute values and store this information in the registry. Seven studies propose executing tests periodically while services are published in the registry (t2). These studies identify different reasons for such testing. It may be to eliminate from the registry those services that do not provide the expected test results and to help the client to select the most valuable service (4 studies). Alternatively the tests can gather information about the quality of service (QoS) levels in order to store it in the registry (3 studies). This information can be used by the client when selecting among a group of services which provide the same functionality. Although QoS values can be supplied by the service provider, it is more reliable to obtain the information by testing the services. A third of the studies (11) execute tests and gather information in order to select the best service from a set of potential candidates. This set of studies is represented in the t3 column. Finally, all of the twenty-three studies from the t4 column use monitoring based testing techniques to detect faults during the execution of the service based system or to gather information such as QoS attribute values. A common objective is that the system can perform corrective action (self-healing) to recover from any misbehaviour during the execution or to gather QoS metrics that will help during the decision making. These monitoring tasks are commonly performed by the client of the application so it can be seen that the values of the t4 column are practically a subset of the values of the client's column.
----------Table 8----------

Participation of each stakeholder in the points in time
In each of the aforementioned points in time (t1, t2, t3 and t4), different stakeholders are proposed to take part in the testing process so it is interesting to identify which of the stakeholders participates in the tests in each point in time. This information is shown in Table 9 , where the stakeholders are represented in rows and the points in time when the tests are performed in columns. The reference of the primary study is represented in a cell if the stakeholder in that row participates in the tests during the point in time specified in that column.
---------- Table 9 ----------Before the registration of the services (t1), both the provider and the registry and even an independent broker may participate in the tests. Obviously, a client cannot execute tests in this point in time because he does not know the binding information until the service has been published in the registry. As can be seen in the t1 column, this task can be carried out by an enhanced registry with testing capabilities (eight studies). Regarding the point in time when the services are published in the registry (t2), no study in this review proposes that the service provider executes tests in this point in time.
Both the registry (five studies) and the broker (three studies) are in charge of executing tests of the services that are published. The results of these tests allow the deletion of services from the registry when a problem is detected, for example, when a service has become unavailable. Furthermore, QoS data are gathered through the tests and stored publicly in the registry so clients can check it when the decision making has to be performed, for instance in [27] . All the eleven studies that propose executing tests just before the binding (t3) share the same objective: provide additional information that helps the client in the decision making. At this point in time, the provider does not take part in the testing process because it has previously published its services in the registry and it is unaware who is going to invoke these services. Hence, the cell that represents the union of the provider and the t3 point in time in the table is empty. Although both the registry and the broker are also proposed to perform tests within this point in time, in most of the studies that are represented in the t3 column (9), it is the client who performs the tests in order to obtain relevant information that allows him to select the best service. All studies that are represented within the t4 column of the table propose to monitor service execution. In seventeen of these studies, only one stakeholder takes part in monitoring task: the client (13 studies), a broker (three studies) or a registry (one study). However, there are six studies where there is more than only one stakeholder participating in the testing process. A paradigmatic example of these approaches is [42] where a registry stores QoS information which it gathers from the service provider, monitored data from a third party and feedback from the client's execution. As can be seen, during service execution, the client is the most frequently cited stakeholder (19 studies). This represents that in more than half of the primary studies, the client is proposed to perform tests during the service execution using monitoring techniques.
Technologies
The set of technologies and standards that are used within the testing processes in SOA with dynamic binding (regarding the research question RQ5: Which are the most common technologies and standards being researched?) are identified and listed in Table 10 . We have organized them in a hierarchy according to their objective. First of all, we have identified such languages that are used to describe the atomic services and the behaviour of the composite services. Furthermore, there are almost twenty primary studies that use a registry to publish the services so we have identified how these registries are specified. Finally, it has been considered relevant to identify the different languages that are used to describe the terms agreed between the provider and the client in an SLA. This hierarchy of both technologies and standards is represented in Table 10 .
----------Table 10----------
Though the description of the atomic services has been specified in different languages within the set of primary studies, most of these studies use WSDL for this specification. For example, three works generate test cases based on the web services description specified in WSDL language [29, 52, 53] while another study extend this WSDL description with QoS attributes [39] . In addition to this, three studies use semantic technologies such as OWL-S (Ontology Web Language for Web Services) [66] and SAWSDL (Semantic Annotation for WSDL) [67] to describe service behaviour. The latter study uses a Stream-X machines model that provides the description and it is attached to the service using the SAWSDL document.
Another of the main features of SOA is the chance to compose different services to provide certain functionality. The BPEL language [68] has been standardised by OASIS and it is broadly used to specify web service compositions. In eight of the studies, the SUT is a service composition specified in BPEL language. Furthermore, in one study OWL-S is used to represent the service composition process model. Regarding the rest of the studies where the system under test (SUT) is both an atomic service and a service composition (Table 6 ), the language used to describe such services is not specified because it is not relevant for testing purposes. Eighteen studies propose publishing services in a registry. This number is higher than the one represented in Table 8 because there are some studies where the registry plays a passive role in testing, only storing and retrieving the services. On the other hand, there are scenarios where the registry is extended with extra capabilities that allow it to play an active role in the testing process. Although most of the studies (13) use UDDI as a standard language, five studies that discussed use of a registry did not specify any standard language. Many studies test services to detect if there is a violation in the SLA established between the service provider and the client. Although SLAs are mentioned in seven studies, only in [38] , [40] and [50] a language to specify them is identified. In the first two cases, WSLA is the language used to describe the agreements whilst in the third WS-Policy is used to specify policy assertions about the quality of the services. Another language that is being currently used in software testing to specify service level agreements [69, 70] is WS-Agreement [71] but it has not been used in any of the selected primary studies. In each of the first three categories shown in Table 10 , there is one technology that is used by a majority of studies: the atomic service description is commonly specified using WSDL, the behaviour of the composite services is often described by means of BPEL language and the functionalities of the registry are specified using UDDI. However, for specification of the SLAs there is no standard language.
Validation
Researchers use different methods to demonstrate that their approaches are valid. Regarding the research question RQ6 (What method is being used to validate the research?), we have identified the method that has been used to validate each approach in all the primary studies, using the five different categories that Shaw proposes in [72] : analysis (for example, carefully designing experiments with statistically significant results), experience based on real-world scenarios, evaluation using feasibility studies or pilot projects, realistic or standard examples and persuasion. We have considered opinion as a validation method in the same category as persuasion. In addition to this, most of the studies supply examples to describe their approach or evaluate if the proposal is a valid one. Hence, the types of examples that are being used have also been identified. In Table 11 each primary study is represented in rows while all of the validation methods and types of examples are listed in columns.
---------- Table 11 ----------We found only two studies where an extensive analysis is performed. In the first one [36] , service compositions are executed using different re-binding techniques in order to analyze the variation of QoS of the system when these techniques are applied. The other study [44] performs an empirical assessment about five criteria that aim to select the best web service. Regarding the validation method, it is also relevant that experience has only been used in two studies. In the first of these studies, Bai et al. have applied their approach in the Hard X-ray Modulation Telescope (HXMT) Project [30] . They have implemented their monitoring infrastructure in a satellite grand application project where the data centre receives and processes a huge amount of information. Service interfaces have been instrumented with sensors and monitoring agents are deployed on different hosts to gather the information. In the second study, Ben Halima et al. [33] have implemented and monitored a real WS-based complex application on the French grid Grid500 in order to provide self-healing strategies. On the other hand, fourteen studies extract some quantitative information from the execution of their approaches in order to evaluate the results of the tests. According to its definition in [72] , evaluation is considered as the method applied to validate these studies. All of these studies perform this evaluation after having gathered information through the execution of examples. However, there are six studies that propose an example in order to illustrate their approach but neither analysis nor evaluation is performed. These studies are represented in the Examples column of Table 11 . Finally, there is a significant group of studies (9) that do not describe their validation method. These studies are represented in the Opinion/Persuasion column of Table 11 . A possible reason for this lack of validation can be because of the early state of the research so some original ideas or approaches are proposed but the technique has not been implemented or tested yet. Regarding the types of examples that are being used in the primary studies, in more than half of the cases (15) , these examples are designed ad hoc and they are not reused from any previous work so it is impossible to compare the results with different testing approaches. On the other hand, there is one study [59] that reuses a travel planning application that has later been used by different researchers in other contexts [73] . Also, the example proposed in [32] has later been used in [35] . In addition to this, there is a group of studies (6) that use public services in order to test and evaluate their approaches. Finally, real scenarios are used in two studies to validate their approaches [30, 33] and an example extracted from the BPEL standard specification has been used in one study [35] . Considering the results, evaluation is the most used method to validate the works proposed in the primary studies while analysis and experience have been used in a reduced number of studies. Furthermore, a third of these works do not present any type of validation. Bearing in mind the examples, it is relevant to mention that only one of the studies has used an example described in a standard specification and two studies have applied their approach to realistic examples. With the use of complex and realistic standard examples, it would be possible to compare different studies with the same objective and evaluate whether the new approaches present better results than the older ones.
Distribution of studies
In addition to the specific analysis of the primary studies about testing features which has been presented in the previous sections, we also extracted both the date and the source where each study was published. With this information, it should be possible to assess whether there are trends that imply that interest in research on testing SOA with dynamic binding is increasing and whether enough effort has been dedicated to it during recent years (regarding RQ7: How much activity about dynamic binding SOA testing research has there been during recent years?). Furthermore, it is also interesting to analyze where these studies have been published: the type of study (journal article, conference/workshop paper or book chapter) and the source (regarding RQ8: Where have the researches been published?). In Table 12 this information is summarized for each primary study. In the first column, the primary study is identified while the publication year is listed in the second column. The last two columns of the table represent the type of publication and the source, respectively.
---------- Table 12 ---------- Table 13 reports the number of primary studies published per year between 2003 and 2009.
---------- Table 13 ----------Although for this review we have considered studies that have been published since the year 2000, no primary study was found until three years later (2003) . This may be because SOA were only beginning to be investigated in the early 2000s and the need for testing techniques capabilities such as dynamic binding had not yet been recognized. During the next few years a similar number of studies were found ranging between three and six works per year. It is in 2008 where we have found a relevant increase in the number of approaches (12 studies). This fact indicates that testing SOA with dynamic binding is a recent area of research and more effort is being dedicated to adapt classic techniques or propose new approaches in this field. However, during 2009 only three have been found related to the research topic. Hence, it would be necessary to observe whether this trend is maintained during the next few years and the testing of SOA with dynamic binding will still be a challenging and promising task or, on the other hand, whether the peak in the number of studies found in 2008 was an exceptional situation. Table 14 represents the number of primary studies that have been selected according to their publication source.
---------- Table 14 ----------The first row of Table 14 indicates that six primary studies were published as journal articles. Journal of Systems and Software (JSS) was the only journal that published more than one primary study (2) while the rest of these primary studies were published in different journals. As can be seen in the second row, more than half of the primary studies (21) have been published in conference proceedings. Seven of these twenty-one studies were presented in the IEEE Computer Software and Applications Conference (COMPSAC). Furthermore, the IEEE International Conference on Web Services (ICWS) and the International World Wide Web Conferences (WWW) published five and three studies respectively. Workshops have also been the source of four primary studies of this review. Two of these workshops are specifically focused on testing research: Web Service: Modelling and Testing (WS-MATE) and Monitoring, Adaptation and Beyond (MONA+). Finally, two of the works that have been selected as primary studies were published as a book chapter. The content of one of these books [74] addresses specific approaches related to SOA verification and validation.
Taking this data into account, it can be said that there are not many studies that address the problem of testing Service Oriented Architectures where the discovery and selection of services are performed at runtime. However, as we have focused on a novel and specialized research topic, the number of primary studies can be considered significant. On the other hand, none of the primary studies has been published in either journals or conferences that focus on testing topics, for example, the Software Testing, Verification and Reliability journal (STVR), the International Conference on Software Testing (ICST) or the International Symposium on Software Testing and Analysis (ISSTA).
Discussion
Summary of reviewed studies
As a result of this review, the objectives of testing are grouped into two categories: studies that aim to detect faults in the service oriented application (57.57%) or studies that make a decision about the service to be invoked based on the test results (42.42%). The proposed testing approaches focus more on non-functional characteristics rather than on functional. Regarding the applied testing techniques, the results of this review show that, currently, two thirds of the studies apply monitoring approaches to improve the dynamic binding. These approaches check properties of the executing system in order to perform an adaptive action (for example, rebind to another service) when a deviation from the expected behaviour is detected. These properties may be both functional and nonfunctional. In addition, there are ten studies that generate and execute test cases with the aim of detecting problems or gathering data to make a decision about the binding. Although there are different stakeholders that participate in the testing process, it is the client who plays the most active role with 24 of the 33 studies proposing that the client takes part in the tests. The registry and a broker also represent stakeholders that are often proposed to take part in the tests. However, only four studies suggested that the service providers should participate in the dynamic binding testing process. This review has identified four points in time when the execution of tests may improve the dynamic binding of the services. Service execution is the most frequently recommended point in time to perform tests using monitoring techniques. The points in time before the publication of the services in a registry, during the time they are published and just before their binding are also considered as suitable times to test services. The description of the atomic services and service compositions that represent the system under test is almost always specified using WSDL for the former and BPEL for the latter, although there are a reduced number of examples that use semantic technologies such as OWL-S or SAWSDL. In such studies where a registry is in charge of storing the services, the UDDI standard is the only mentioned specification. However, in the context of testing SOA with dynamic binding, there is no standard language for representing the terms agreed in an SLA. The validation methods used in the primary studies have several limitations. Firstly, almost a third of these studies do not present any type of validation of the proposed approach. In addition, the most frequently used validation method is evaluation, with very few studies performing a rigorous analysis of their results and only two studies applying the approach to a real scenario. Most of the examples used in the studies were designed ad hoc and in only one case has the example been extracted from a standard specification.
Related work
Testing the dynamic binding in SOA is a very specific topic and, to the best of our knowledge, this is the first article which identifies and classifies the available research on testing service-based software with dynamic binding. In [1] Canfora and Di Penta present a survey of testing Service Oriented Architectures. They analyze, as we do, recent research from the viewpoints of different stakeholders and classify it into four testing levels: functional, regression, integration and non-functional. Although they cover particular characteristics of these systems, they do not specifically focus on any, whereas we address dynamic binding. Bozkurt et al. [75] present a survey that extends [1] , classifying research according to the testing techniques used, as also identified on our research, and including areas not covered by Canfora and Di Penta's survey. A systematic review about formal approaches to test service-based software is provided by Endo and Simao in [76] . They focus on specific formal methods to test both atomic services and service compositions and they analyze where and when these studies have been published, as we also consider in this review. The main difference with our study is that their review is restricted by the testing technique applied (formal methods) whereas our review aims at identifying research that addresses the improvement of the dynamic binding using any testing approach. A more specific study is [77] , where Zakaria et al. perform a systematic review about testing web service compositions specified in BPEL language from a unit testing level. In our review, we consider both web service compositions and atomic services. Furthermore, we have not established constraints based on the technology or specification language to perform the search. Finally, a systematic review about QoS in SOA systems is performed by Oriol in [78] . This study focuses on quality attributes for web services and they review approaches that use monitoring techniques to obtain the value of these attributes at runtime.
Limitations of this review
This mapping study has been performed systematically following a protocol that has been developed to avoid bias within the search and selection process. However, there are a number of limitations due to different factors. First of all, a review protocol that contains the research questions has been developed. These questions guide the selection of the search terms that enable to identify the existing literature. These search terms and keywords are selected before starting the search so there is a risk that new relevant terms can be identified during the review process. In order to mitigate this risk, the protocol has been modified and refined during the review process. Furthermore, a significant group of information sources has been selected to perform the search, including electronic databases and the most relevant journals, conferences and workshops proceedings that publish studies in the scope of SOA testing. However, it is possible that relevant studies, according to the scope of this review, may have been omitted if they were published in sources not selected in the protocol. With respect to assessing the quality of primary studies, some of the quality criteria could only be assessed subjectively, potentially reducing the accuracy of the quality assessment. In the context of data extraction some detailed information was missing. The main problems were found in the descriptions of the testing techniques applied and the validation methods used by each study. Hence, although a predefined extraction form has been previously designed (Table 4) , the testing technique and the correctness of the validation methods cannot be precisely identified from the reading of the studies.
Our decision to include only one study for the same research line may mean another limitation of this review. This situation has occurred when more than one study has been published improving or completing a previous work. We have tried to mitigate this limitation asking the authors of the primary studies for their opinion. In such cases, the most complete and representative study has been included in the set of primary studies of this review. Hence, the results concerning the final number of studies and the distribution of such studies per publication source and year could have been slightly different.
Conclusions and further work
A systematic mapping study has been performed to select and evaluate the available research in the scope of testing Service Oriented Architectures where the discovery and binding of the services are performed at runtime (dynamic binding). From an initial set of 392 studies, 33 have been selected as primary studies. Due to the specialized nature of the topic of this review, this can be considered as a significant number of studies. The sources of information have been electronic databases, journal articles and conference/workshop proceedings as well as expert opinion, list of references and authors' web pages. A review protocol has been designed to ensure that the selection process was unbiased. The selection of the studies has been performed according to a search process that includes the identification of the most suitable terms and the establishment of a search strategy. From each final primary study, a studio quality assessment has been performed and information has been extracted in order to answer the set of previously defined research questions. The synthesis of the results has allowed identifying the objective and the testing techniques applied in each approach. Furthermore, the stakeholders that participate in the tests and the points in time when this process is carried out have been described. We have also discussed the most common technologies and standards used in this field as well as the validation methods of each study. Statistical information about the source and the publication year of each study has also been provided. The results of this mapping study may offer additional information to researchers who are interested in improving the quality of the dynamic binding in SOA using testing approaches and may contribute to provide a body of knowledge that allows identifying current gaps in this research topic. First of all, we have outlined that most of the studies reviewed in this work propose the use of monitoring techniques [79] that check the behaviour of the system during execution. These are reactive approaches because they detect faults in a service oriented application during its operation in order to trigger adaptive actions, so the faults are discovered very late in the life cycle. However, it is not adequate to deploy an application in the production environment without having previously performed a set of tests that assure a minimum level of quality in both functional and non-functional properties. Hence, it could be useful to develop proactive approaches [80] to design test requirements for SOA applications with dynamic binding, and execute tests before their operational deployment. Also after deployment, the test requirements may facilitate the identification of singular conditions that are not exercised during the usual invocations of the clients. These conditions could go undetected by monitoring approaches, but may represent potential problems in future executions. According to the results of the review, the client is the most active stakeholder monitoring the services during their executions. However, it is the provider who is in charge of assuring that he is capable of providing the functionality and the quality of service agreed with the client. This quality assurance may be performed through the design and execution of tests before the publication of the services in a registry and also executing regression tests while the services are published in such registry. For example, in [53] the provider can obtain from the registry a set of test cases designed by clients or other service providers in order to assure that such services meet the requirements and they are ready to be dynamically bound by the clients. However, these approaches have not yet received enough effort, according to the results of this mapping study. A common problem that may derive in a dynamic re-binding of the service arises when the client detects a violation in the terms specified in the SLA with the provider. Although there are studies that use monitoring to detect violations in the SLA [81] , there are very few studies, for example Di Penta et al. [82] , where the generation and execution of test cases allow the detection of problems that may later result in SLA violations in service compositions. In such a scenario, probabilistic approaches can be applied to the test results with the aim of detecting or foreseeing situations that are on the verge of causing future violations of the agreement terms. Alternatively, such violations may be simulated during the tests with the aim of checking whether the software triggers suitable adaptive tasks (for example, re-binding to another service) immediately the problems are detected. The use of standard technologies for testing purposes has also been analysed within the primary studies. The results show that BPEL and UDDI are the most accepted standard to orchestrate the behaviour of the service compositions and to specify the functionalities of the registry, respectively. However, it is worth mentioning that there does not seem to be a de facto standard language to specify the conditions of a service level agreement so different technologies are proposed but there is not a relevant set of studies within this review that use the same SLA specification language for testing purposes. Regarding the service description, there are not many studies that propose the use of semantic technologies with the aim of describing the features of the services. In addition to this, UDDI registries do not support the search and retrieval of services using queries with semantic content so it is not possible either for the client or the registry itself to know if one service is going to provide the expected functionality. Hence, it would be interesting to apply techniques that allow the testing of services that are described using standard semantic technologies when they are published in a registry. Although there are a relevant number of studies that aim to detect faults testing functional properties of the system, almost all the studies that test services in order to make a decision about the service to be invoked are related with non-functional characteristics. Thus, it would be an interesting research line to design methods or techniques to test functional characteristics so the decision making will also take into account the results of these functional tests. Here again, the use of semantic technologies may be used to specify the functional properties of the services. Testing SOA with dynamic binding is a relatively new topic and much research has not been yet validated so we conclude that it is necessary to dedicate more effort to the validation process. In addition to this, it would also be interesting to use real scenarios or standard examples, with the aim of being able to make comparisons with other closely related studies. Table 5 : Primary studies Table 6 : Distribution of studies per testing objective Table 7 : Distribution of studies per testing technique / method Table 8 : Distribution of studies per stakeholders and points in time Table 9 : Distribution of studies combining participants and points in time Table 10 : Distribution of studies per technology / standard Table 11 : Distribution of studies per validation method Table 12 : Distribution of studies per year and source Table 13 : Distribution of studies per year Table 14 : Distribution of studies per source [19] El Compendex [20] ISI Web of Science (WoS) [21] 
